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Abstract

With the rapid growth of the categories and numbers of network attacks and the increasing network bandwidth, network traffic anomaly
detection systems confront with both higher false positive rate and false negative rate. A traffic anomaly detection system with high
precision is presented in this paper. First, we use multi-level and multi-dimensional online OLAP method to analyze traffic data. In order
to reduce the computational and space complexity in this analytical process, some optimization strategies are applied in building
DetectCube, the minimal directed Steiner tree algorithm is adapted to optimize multiple query on the Cube, and the traffic data is
summarized at appropriate level with the help of discovery-driven exploration method. Second, a concept of entropy to measure the
distribution of traffic on some particular dimensions is given and the values of entropy in every window and every Group-By operation
are collected to form multiple time series of entropy. Finally, we employ one-class support vector machine to classify this multi-
dimensional time series of entropy to achieve the purpose of anomaly detection. The proposed traffic anomaly detection system is validated
and evaluated by comparing it with existed systems derived from a lot of real network traffic data sets. Our system can detect attacks with
high accuracy and efficiency.

Keywords: traffic anomaly detection; entropy; DetectCube; OLAP; one-class support vector machine.

1 Introduction satisfactory in the detection accuracy, efficiency and can de-
tect new attacks.
With the increasing of network scale and the appearance of Traffic anomaly detection method based on statistical

various network applications, the Internet has become an  model is the most widely used in the field of anomaly
indispensable living infrastructure to Humanity. However,  detection. This type of methods usually samples the network
network attacks and network failures are serious threats to information according to certain interval, then calculates
network security. The traditional IDS tools based on feature ~ each sampling data and obtains a series of statistic informa-
matching (e.g., Snort and Bro) have been unable to meetthe  tion to describe network status, and finally detects abnormi-
demand of high-speed network testing in performance, and ties by the change of the test statistic information. Different
what's more, they are incapable to detect new attacks effec-  statistical model can produce different detection methods
tively. As a kind of active safety technology, the network  and each type of detection method has a corresponding mea-
traffic anomaly detection can quickly detect various kinds  sure. Researchers put forward a lot of testing measures for
of network anomalies in different network flow layers. different types of exceptions, such as large-scale TCP con-
Network traffic anomaly detection is to find anomalous  nection exception, SYN packet with the SYN + ACK packet
behaviors that may occur in the network by analysing the ~ number do not matching, abnormal RST packet number, and
normal network traffic. The key issue is to get the compre- ~ abnormal FIN packet number. When DDOS attacks occur,
hensive traffic information and describe it with appropriate  the ratio of data packets in and out is abnormal. These mea-
characteristics. In order to improve the accuracy of anomaly ~ sures can effectively solve the problem of some types of
detection system and efficiency, the researchers have pro-  attack detection, but poor for other types of attack detection.
posed many methods for traffic anomaly detection [1], e.g.,  Because the attack theory for each attack is different, net-
the methods based on threshold, prediction, wavelet, data ~ work traffic anomaly is also different. Statistics data is
mining, machine learning, and statistics. However, network  usually gathered for a single level of a single dimension, so
traffic has increased dramatically, and all kinds of new net- it can only describe a single view of network flow. The ga-
work applications user scale continue to expand, and hence  thering for the single dimension or the multi-dimensional
increase complexity and heterogeneity of network. Besides, =~ may loss useful information on other dimensions. For
anomaly detection systems itself exist basic false probability.  example, when gathering on the protocol type dimension,
As the offensive and defensive game continued, all kinds of ~ we find the ICMP packet data increase. However, it actually
means of attack and attack methods evolve to be impercep- is network debug in progress with some hosts continuously
tible. Owning to the single detection measure, mostanomaly  for ping. These problems can be solved in multiple dimen-
detection systems are only effective for some types of attack ~ sions with statistics (e.g., we get the statistic data for each
detection and are easy for the attacker to bypass. Therefore,  flow). However, this method needs to store the information
it urgently needs to study a new detection method, which is  for each flow. Suppose that each flow is compose of the IP

address of source/destination, the port of source/destination
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and the sign for protocol type, then we must assign at least
104b space for storing the information of each flow, and the
number of flow can be 21%. In order to solve this problem,
OLAP is employed in this paper and we use the entropy to
measure distribution differences for anomaly information.

2 Related works

Collecting network traffic data by capture tool On the target
network (such as NetFlow, catching works based on systems
of LibPcap, etc.), select a set of dimensions and define hierar-
chy through statistics, online real-time statistics on the levels
of these dimensions and definitions are the key point of detec-
tion system. This section elaborates on specific meaning of
network traffic anomaly detection system and finally intro-
duces the entropy measure that is used to detect in this article.

2.2 MULTI-DIMENSIONAL CHARACTERISTICS OF
FLOW DATA

Network traffic data having a plurality of different attributes,
KDD CUP 99 dataset gives 41 properties which is divided
into three categories in accordance with the importance of
the program can be used for anomaly detection, focusing
more on active / destination IP, source / destination port,
protocol type, etc., each attribute is defined intuitively as a
dimension of detection. In order to reduce the complexity of
statistical calculation it can be divided into different levels
of statistics on these dimensions and may be gathered using
the histogram method, can also be directly aggregation.

Network administrators usually need to select several
dimensions in the process of traffic analysis and processing,
and select a level of abstraction to deal with the flow of data
classification on the various dimensions to facilitate compa-
rison of horizontal and vertical. traffic analysis need to limit
dimensions and levels of analysis of the problem, at the
same time dimension also need to select a specific level
(type and span of the time window) analysis window as the
studied time data streams.

2.3 ENTROPY AND RELATIVE ENTROPY MEASURE

Entropy originated from information theory, it is a good
measure for the change of the distribution system, functio-
ning well in describing the long random process. The main
idea of entropy-based anomaly detection system is: if there
is abnormal flow occurs, the flow characteristics of the
overall distribution should be changed, using the entropy to
measure the distribution of characteristics, the anomaly can
be detected by changing of the entropy. Entropy has been
widely used in network traffic anomaly detection [7-9],
comparison on the accuracy of the current classical anomaly
detection systems are introduced in [10], anomaly detection
system based on entropy achieved good results detection
that is superior to other abnormalities detection method. En-
tropy used as a measure of anomaly detection in this paper,
in order to dynamically adjust the aggregate level, using the
relative entropy as a measure of abnormal situation may
currently appear and using the relative entropy to drive the
aggregation level and drill on the volume.

Set random variables X (such as the value of IP
dimension), [n] is value space, set M; is the time of
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occurrence of data item, the overall data items in data stream
is m and m= z,zl m, is the number of disparate data
items data appearedI , the entropy is defined as

- ${EE)

Set up two distributions P and Q, they have the same
value space, then define the relative entropy

I(PQ)zZpilb(%).

In this paper, the distribution of network traffic data is
calculated separately in different time window. Then use the
relative entropy measure differences in the distribution
within each time window.

M)

@

3 System architecture and implementation
3.1 SYSTEM ARCHITECTURE

Anomaly detection system architecture shown in Figure 1,
the entire system is composed of four parts: Part 1 is part of
query optimization, network security experts to define
MDX query pointed at the demand for network anomaly
detection and the current state of the network, MDX
grammar parser analyze queries forms a plurality of Group-
By gathering operations, using multi-aggregate query opti-
mization algorithm for the optimization scheduling of multi-
query of Group-By gathering operations. Part 2 is the pre-
processing of data. This section is based on packet header
information and resolve internal start-byte data filtering. In
the process of achieving it, blacklists and white lists are the
comprehensively used.

Multiple Query
Optimization

Anomaly
ng Online OLAP Detection
Analyze

FIGURE 1 Architecture of the proposed system
3.2 DETECTCUBE DATA MODEL

Data cube is one of data analysis model in OLAP (On-Line
Analytical Processing), supporting a common multi-dimen-
sional multi-level. Through the data model characteristics of
data sets can be studied from different perspectives inspec-
tion. Among Network traffic data, distinct traffic data pro-
perty constitutes a different dimension, you can define he
different levels of abstraction on different dimensions. For
analysis of each dimension and level of the data can reflects
t the current operating status of the network from different
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angles. In this paper, the data cube model can be extended
to detect operational state of the network from many
different angles. it alarms when running state deviates from
the normal state far, the following definitions are given
about DetectCube data model.

Definition 1 Give a data set S, a set of dimensions
Az{A,AZ,... 0;, also give the level set of each
dimension H={H,,H,,... .

Taking a hierarchical level of each component of
{H,,H,,...H,}, make combinations. A group of elements
constituting a cubic data cube is created through performing
packet aggregation operatlons on data sets S on All such
combinations like {H*,H)%,..,H

Deflnltlon 2a cub c unlt |s a two-dimensional array

f)whereﬁh— HEHE. JH'fand B e H, s
a spe0| ic level of abstractlon selected in each dimension.
When H/J can be *, representing the highest level of
abstraction of the dimension, when HJ' =* the dimension
cube does not work on choosing unit. M is the numerical
attributes value obtained after polymerization operation on
the selected data sets, in this paper M is the number of IP
packets.

3.1 MULTIDIMENSIONAL SEQUENCE ENTROPY
ANOMALY DETECTION

The DetectCube each Group-By operation corresponds to a
distribution, representing the distribution of traffic data ga-
thered on these dimensions, degree of uniformity of these
distributions can be measured by entropy, according to the
characteristics of entropy when the distribution of the agg-
regated individual deviations in normal circumstances far,
the network can be considered that there is an exception
occurs. In order to detect anomalies in the entropy of the
sequence, this paper arranged the entropy of each Analysis
of view in detection vector using OCSVM detection vector
classification.

Constructing hyper plane in H or a linear judgmental
function f (x):

f(x)=w g(xX)—p- @)

Hyper plane should be able to separate the vector of
training samples and vector origin, where w is the hyper
plane normalization vector, p is the hyper plane offset. To
solve w and p, we need to address the following quadratic
programming.

min ¢(W,§,p)=%WTW+%Z§i —p

stw' -g(X)z—p—¢&,& =0. 4

¢ is a slack variable, v e (0,1) its value needed to be
compromised. For the Quadratic programming problems
above, you can use Lagrange multipliers to solve:

W= Za¢ vl

S _
q

Then determining the function f(x) becomes a nonlinear

function

0<La«a

. )
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f(x):lelaiK(xi,x)—p. (6)

K (x;,x) is the kernel function.
4 Experimental results and analysis
4.1 EXPERIMENTAL DATA

During the experiment mainly uses two types of data: one is
synthetic data; one is the real backbone traffic data.
Synthetic data injected all kinds of malicious network traffic
data injected into the background traffic according to certain
rules, where the background traffic using the trace data
capture d by WIDE project group when they across t the
backbone network traffic in the Pacific Ocean. What is used
in the experiment is flow from 2:00 to 4:00 on 2009-03-30
(this period is relatively stable flow), malicious traffic data
using CAIDA organization released data Witty worm,
DDOS 2007 data as well as data worm.

20% data of Witty is injected into background data
traffic, 2% of DDOS 2007 data was poured into background
traffic, 50% of Conficker worm data traffic is injected into
the background as the synthetic experimental data set, the
specific flow rate curve shown in Figure 3, which were
plotted normal traffic, malicious traffic and synthetic traffic
in each graph where the abscissa is the time, according to
statistics of time window in 1 minutes, the ordinate is the
number of IP packets.

Part 2 of the experimental data using the backbone net-
work traffic data collected by WIDE project groups in 2010-
04-15 2008-03-19,2009-03-30, the data is collected in A
Day under the direction of project called In The Life Of The
Internet organized by CAIDA initiated, with a typical
representative.

First, located centralized flow anomalies in data , the
flow as shown in Figure 4, shown by the vertical line iden-
tifies the traffic anomaly section 4, where there are four
abnormal segment 2008-03-19, 2009-03-30 respectively 3
abnormal segments 2010-04-15 no obvious abnormalities.
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FIGURE 2 Time series of synthetic traffic traces
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FIGURE 3 Time series of synthetic traffic traces

4.2 THE DESIGNING FOR THE EXPERIMENTS

In order to verify the exactness of the algorithm, the basic
flow of EWMA test method for the prediction, which also
has higher detection accuracy, is adopted to do the compa-
rison experiment with detection method based on the Sketch
and the detection method based on relative entropy value. In
the first part of the experiments, the above three methods
and the method proposed in this research are respectively
used to do experiments on the two data sets. And the
detection time window is set to 1 min. In order to verify the
influence of various parameters in the experiments, the
second part experiments are designed to mainly test the
influence to the time window and the data itself charac-
teristics of the proposed method detection accuracy. When
the accuracy caused by the time window is considered, the
data selected by the Witty worms attack is set as the
experimental data. And the detecting window is respectively
setto 1 min, 2 min and 5 min. In order to study the influence
of the proportion of attack traffic on the detection accuracy,
the DDOS attack traffic of 0.5%, 1% and 2% are respec-
tively injected into the background traffic, which can
constitute three traffic data collection. The method proposed
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by this research is based on the three data sets.
4.3 THE ANALYSIS OF THE EXPERIMENT RESULTS

The characteristics of network traffic data are fully achieved
by adopting multi-dimensional multi-level detection techni-
que proposed by the research. By combining more detection
measures than the other methods, the abnormity detecting
can be more effective than the others. And the detection er-
ror is made to the minimization based on a kind of support
vector machine (SVM) on multidimensional sequence en-
tropy. So the method proposed in this research can achieve
the higher detection accuracy.

5 Conclusion

The irrelevant traffic is removed by adopting the black and
white list technology in the method on the front end. Since the
experiment data which has been processed anonymously
without the black and white list technology, the need for
dealing with the real-time traffic can be greatly reduced. And
the detection precision of the system is improved to a certain
extent. But malicious traffic on the front end will be filtered
out with omission records. This problem can be solved by
carefully choosing the black and white list of filters. And the
method proposed is mainly based on the analysis of the view
on the choice, but do not give specific guidance. It greatly
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analysis view is the important work in the next step research.
And, at the same time, the system cannot provide details about
the exception type information. When an exception occurs,
traffic alarms are only given out in the network. The linkage
and other network security equipment will be required, for
more detailed location and blocking abnormal.

The time and space complexity of our proposed method
is very higher, especially the OLAP analysis in the data flow
process. The construction process of DetectCube will in-
crease with the network traffic data. Accordingly the storage
overhead and computing time will increase with the traffic
data, too. The characteristic of DetectCube data processing
will be further excavated in the next step in order to reduce
the computational overhead. In the part of the abnormal
drive set, when the level of the gathered drill down to a finer
level, if the time relative entropy change trend is the same
as that before the drill, the possibility of abnormal can be
recognized increasing. This may be the content of further
study in this part.
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