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Abstract

This paper analyses the application status of cloud services to identify four factors that affect the security of enterprise cloud services
(ECSs), including platform facilities, operational safety, operations management, and legal factors. Based on the four factors, the
grey fuzzy analytic hierarchy process (GFAHP) is used to construct an evaluation model for the security of ECSs. An example is

investigated to demonstrate the proposed model.

Keywords: enterprise cloud services, cloud safety, grey fuzzy AHP, evaluation model

1 Introduction

Inspired by the commercial operations of international
network companies, the cloud service, as a new business
model has been continuously refining and developing.
Resources can be accessed anywhere on any device via
the Internet. With more and more cloud platforms being
applied, the security issues of the ECSs have arisen.

Recently many famous companies, such as Amazon
[1], Google [2], and Sony, have paid much attention to
the security of ECSs because of a large number of
repeated security incidents. Specific security issues for
the ECSs mainly include the technology and management
in virtualized environment, the security issues of cloud
service platforms, and etc. Those issues not only
challenge the security technology and collaboration
between the companies and service providers, but also
pose threat to judicial supervision and privacy protection.
Therefore, it is practically important to construct the
security evaluation system of the ECSs.

The international research firm Gartner [4]
enumerated seven major risks in the cloud computing
which include the data access of the privileged users,
auditability, data location, data isolation, data recovery,
investigation support, long-term survival. FENG Deng-
guo et al. [5] analysed the information security challenges
of technologies, standards, regulatory and other aspects in
the cloud computing. They also proposed the reference
framework and investigated the key technology for cloud
security.

FU Sha et al. [6] studied the information security risk
assessment and presented a fuzzy analytic hierarchy
process (AHP) methodology whose feasibility and
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effectiveness were demonstrated by an example. On the
same issue, HUANG Jianxiong et al. [7] proposed a
different evaluation index system and used a new model,
which combined fuzzy AHP with grey evaluation method
to evaluate the risk of information systems.

Cloud service has played a strategic role in the
technical innovation of companies. A lot of research has
been conducted, but there is little research about the
security evaluation of the ECSs. This paper studies the
security evaluation of the ECSs by which the security
levels of the cloud service providers are evaluated. To
avoid the subjectivity of experts, the grey theory and
fuzzy AHP are combined to build the security evaluation
model of the ECSs, which improve the accuracy of
security evaluation.

2 Security evaluation model of the ECSs construction

There are many factors in cloud security. Huang Ying et
al. [8] carried out research on security of cloud
infrastructure. It observed the state-of-the-art of cloud
infrastructure  security, analysed security problems
existing in cloud infrastructure from a wide perspective.
In combination with a technical framework of cloud
infrastructure security, it discussed principle key
techniques of cloud infrastructure security. Liu Xiehua et
al. [9] introduced the basic concept, and analyse the
challenges of security model and policy in cloud
computing. Ma Xiaoting et al. [10] described the
characteristics and principles for the digital library based
on cloud computing, discussed the factors affecting
digital libraries securities, studied the threats and
countermeasures of data security, application and
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virtualization security for the digital library under cloud
computing.

With a view to solving the practical problems in the
application of cloud services, this paper construct an
evaluation index model for the ECSs based on analysing
and summarizing the affective factors.

2.1 AFFECTIVE FACTORS FOR THE SECURITY OF
THE ECSS

The awareness and acceptance of users about the cloud
service need to be improved because the applied models
are diverse. The enterprises should reasonably analyse,
actively participate even for the security risk, if they want
to make full use of the cloud services to enhance their
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competitiveness. The affective factors for the security of
the ECSs are presented as follows:

2.1.1 Platform facilities

When enterprises use the cloud platform, the security of
facilities provides the basic guarantees, including the
security of the server, network and user identity
management. Server security mainly refers to the security
of the infrastructure, such as the keys being lost, the port
listening to hijack accounts, and etc. Network security
refers to the existing Internet DOS attack, hacker
malicious behaviours such as network intrusions. And
security of the user identity management includes the
authenticity and reliability of user identity. It is possible
that the users’ information was stolen or false users can
freely access the cloud.

Enterprise Cloud Service
Security Evaluation Model
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FIGURE 1 Security evaluation model of the ECSs

2.1.2 Operational safety

The security of the data resources is the most important in
the cloud security. The regulation and recovery also need
to be considered during the operation of services. The
data security includes the security of the storage,
migration, integrity, and etc. But there are still some
security threats that the data isn’t transferred completely
or left history list. The security threats of regulatory
mainly reflect that whether the security reports and the
early warning system are submitted regularly. And the
security threats of fault repair refer to the difficulty of
restoring, retrieving or locating effectively when
unknown security threats occurred.

2.1.3 Operations management

The specific model of cloud service strengthens the
collaboration between users and providers. Nevertheless,
the uncertainty of human resource and management
increases the risk. In the operating process, the durable
operation and auditability also need to be considered.
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2.1.4 Legal factors

Cloud services make it complex to abide the laws and
regulations. Different places have different rules. For
example, some regulations require that certain data
cannot be mixed with other data in a shared server or
database; in some countries and regions, the citizens’ data
must be retained locally. As a large-scale resource centre,
the cloud makes the data closer and breaks the
geographical restrictions, but it brings the legal problems
about data isolation and privacy protection at the same
time. Besides, there are more security threats such as
incomplete laws and regulations as well as the more
difficultly forensic processes.

2.2 BUILDING SECURITY EVALUATION MODEL
OF THE ECSS

Base on the mentioned factors and the principle of AHP
[11], the model is established as shown in figure 1.
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3 Security evaluation of the ECSs base on GFAHP

In order to reduce the large subjective errors in the
evaluation and decision, this paper uses a new algorithm
to comprehensively evaluate the security of the ECSs
which combines grey theory with fuzzy AHP to form an
integrated algorithm called the grey fuzzy AHP
(GFAHP).

3.1 DETERMINE THE FUZZY CONSISTENT
MATRIX AND THE WEIGHT SET

3.1.1 Determine the assembly of evaluation factors

The model is divided into 4 first-level indexes and 11
second-level indexes, respectively recorded as B, C;,
index set B=(B,,B,,...,B,) , which, m is the total
number  of  categories  for  the indicator,
B =(Cy.C,....Cy,), (i=12,...n), where n is the sub-
index number of categories of the category i .

B=(B, B, B, B,),

B, :(Cn’ Cp C13)'

Bz :(Cz1’ sz’ C23)’

B, :(C31’ Co Caa)l

B, = (C41’ C42) :

TABLE 1 Index system of the total weight value
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3.1.2 Determine the weight set

First, we establish the fuzzy consistent matrix. Let the
experts to adopt 0.1-0.9 scale method [12] on the various
indicators to judge by the statistics and analysis, then we
establish the fuzzy judgment matrix. Respectively obtain
the upper layers of fuzzy consistent matrixes
R,R,,R,,R,, R, by the consistency of conversion.

Second, we do the consistency check by using fuzzy
consistent judgment matrix properties on the judgment
matrix.

Finally, we calculate the weight of each factor in
fuzzy consistent matrix set. Known for each element of

the fuzzy consistent judgment matrix
R=(a, a,,.., a,), the weights were set as w,,w,,..w,,
the weight calculation formula [13] is:
1 1 13 .
W=-——+— L0=12,...,n
"'n 2a na kZ:; i )
n-1

And a is the parameter, here we take a:T. It

can significantly reflect the difference and identification
among the indicator elements.

After expert scoring and the calculation of the above
steps, get the index system of weights set are shown in
table 1 as follows:

Second level index weight

A First level index First level index weight Second level index Single weight Total weight
Cy 0.3134 0.0893
B 0.2850 C, 0.3633 0.1035
Cys 0.3233 0.0921
C, 0.4334 0.1322
B, 0.3050 C, 0.3133 0.0956
Security evaluation of the ECSs Cx 0.2533 0.0773
C, 0.3233 0.0706
B, 0.2183 C,, 0.3867 0.0844
C., 0.2900 0.0633
Cu 0.5300 0.1016
B, 0.1017
C, 0.4700 0.0901
3.2 GREY FUZZY COMPREHENSIVE EVALUATION X, X, X
. . X X X
3.2.1 Determine the evaluation grade and sample X =2 "2 2 x; - the j evaluator to C,
evaluation matrix :
X X X

According to evaluation requirements, the review set is
divided into five grades. V =(V1V2V3V4V5) =
(Very safe, relatively safe, generally safe, not safe,

unsafe). Suppose there are p evaluators, according to the
range 0 to 10 score, get the evaluation sample matrix X :
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nl n2 np

index of evaluation results.
3.2.2 Determine the evaluation of grey type

Determine the evaluation of grey type is to determine the
rating number of the grey type evaluation, a grey degree
and whitening weight function of grey number. Grey type
must be defined by evaluation grade and qualitative
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analysis. Divide evaluation of grey type into five
categories and serial set of grey type evaluation is
k ={1,2,3,4,5} . Then, make the whitening weight function

f(k €{1,2,3,4,5}) as follows [14]:

0;x; <0 0;x; ¢[0,14]
1 1
L0 =156 e09] + LO=izxige07]
Lx; €[9, 4] Ly v2x, e[7.14]
7 !
0;x; «[0,10] 0;x; [0,6]
LOO={x <[08] o L00={3%% <[03]
1 1
5x +2; % €[510] —3x +2; % €[3,6]
0;x; [0,5]
fs(x) =1L x; €[0,1]
1 5
A e[1,5]

3.2.3 Determine the grey number

The evaluation grey number of the index C; that belongs

= Zri: fk (Xn)

to the k 1 evaluation grey type is Nij
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3.2.4 Determine the grey evaluation weight

The k ™ grey evaluation weight of the j ™ evaluation

index in the i ! project is Y, =Ny, /N;.

So we can structure the grey fuzzy weight matrix VY, .

3.2.5 Calculate the grey fuzzy comprehensive evaluation
matrix

Calculate the grey fuzzy comprehensive evaluation
matrix of the i ™ project according to weight set and grey

and fuzzy weight matrix. Z, =W.'Y;; i{1,2,3,4}.
3.2.6 Calculate the evaluation result

Z=W*(2,2,2,2,) , Z is the result of the grey

fuzzy comprehensive evaluation, according to the
maximum membership degree principle to evaluate
enterprise cloud service security.

4 Data and computation

This paper investigates the evaluation of application
project of cloud email in a large manufacturing
enterprise. It aims to comprehensively evaluate the
security level of enterprise cloud mailbox project.
For various factors of security, the evaluation team
adopts the form of scoring table. The five team members
Include the senior leadership of the manufacturing

The overall evaluation grey number of C. that companies, 1T departme_nt members, cloud computing
Y experts. Scores as shown in Table 2.
5
belongs to the all grey type is Ny = Zni,—k .
k=1
TABLE 2 Enterprise cloud services security index mark sheet
Cll C].Z ClS CZl C22 C23 C31 C:32 C33 C4l C42
1 8 8 7 7 6 7 6 8 5 5 4
2 7 6 4 7 7 6 9 9 8 7 2
3 8 7 7 8 10 7 5 6 7 5 5
4 8 6 8 7 6 8 6 9 4 6 6
5 6 8 7 7 9 3 5 5 6 7 3

4.1 CALCULATE THE GREY NUMBER

The sample matrix is calculated to get the grey numbers
of C, index according to the formula

Ny z f (an)
= f (8)+ f,(7)+ f,(8)+ f,(8) + f,(6) =4. 111
Similarly n,, =4.429,n,,, =2.600,n,, =0,n,,; =0

5
Finally n, == > n,,; =11.14.

j=1
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4.2 CALCULATE THE GREY FUZZY WEIGHT
MATRIX

To C11 index, the grey evaluation weights are:
Vi, =Ny, /0, =4.111/11.14 = 0.369,
Yip = 0.398, Yus = 0.233, Y = 0, Yis = 0
The grey evaluation  weight
y11 = (y111’ y1121 y113! Y114' y115)
=(0.369,0.398,0.233,0,0)
Similarly =(0.344,0.391,0.265,0,0) ,
=(0.305,0.369,0.250,0.056,0.021)

vector is:

\ Information and Computer Technologies
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Finally
y. | [0.369 0398 0233 0 0
Y, =|y, |=|0344 0391 0265 0 0 |,
Yis | [0.305 0.369 0.250 0.056 0.021
[0.343 0.417 0240 0 0
Y,=[0391 0381 0228 O 0 |,
10.339 0.317 0.229 0.076 0.038
[0.293 0.328 0.323 0057 0
Y,=[0351 0330 0.291 0028 0 |,
10.274 0.328 0.295 0.082 0.021
y _[0.271 0349 0326 0054 0 }
* 10173 0.222 0.280 0.208 0.117|

4.3 CALCULATE THE SECOND LAYER OF GREY
FUZZY

The comprehensive evaluation vectors can be calculated
by the formula: Z, =W. Y, .

The results are:
Z, =(0.3292 0.3861 0.2501 0.0181 0.0068)

Z, =(0.3570 0.3804 0.2335 0.0193 0.0096)
Z, =(0.3099 0.3288 0.3025 0.0530 0.0061)
Z, =(0.2249 0.2893 0.3044 0.1264 0.0550)

4.4 CALCULATE THE FIRST LAYER OF GREY
FUZZY COMPREHENSIVE EVALUATION
VECTOR

1

2

N N N

3
Z,
=(0.3135 0.3533 0.2669 0.0502 0.0167)
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The results show that the maximum of Z is 0.3533,
according to the maximum membership degree principle,
the cloud email security level is identified as "relatively
safe".

5 Conclusion

This paper investigates the assessment of the security of
ECSs.

First, the influence factors of ECSs are analysed to
construct an evaluation index system.

Second, based on the index system, the paper give the
specific modelling steps:

(1) Establish a fuzzy consistent matrix and the value
of the index weighting factor Wi ;

(2) Create a score sample matrix and make it be
whitened;

(3) Use the grey fuzzy comprehensive evaluation.

Finally, the security evaluation of cloud services in a
large manufacturing enterprise is investigated to
demonstrate the validity and effectiveness of the
proposed model.

With the development of ECSs, their security
evaluation index system will be correspondingly
developed to stimulate new security evaluation models.
Therefore, further researches will be devoted to a further
and deeper understanding of the index system to
construct the more comprehensive models.
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