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Abstract 

This paper proposes, a robust digital watermarking technique based on LWT (Lifting wavelet 
transform) and Singular value decomposition (SVD) for the protection of intellectual rights. The 
singular values of watermark logo are embedded into the singular values of HH subband which is 
obtained by 1-level LWT on original image and then SVD. In this scheme, a Digital signature is 
generated by using secret key and the orthogonal matrices (U & V) which is achieved by performing 
SVD on watermark image for the security purpose. In the next step, the generated digital signature is 
embedded into the modified LL_3 and HH_3 subband which is obtained  after further decomposition 
of LL subband by N-level LWT. On the receiver side, before extracting watermark, the digital 
signature is used for the ownership authentication: If the extracted signature is matched with the 
generated signature then the process of watermark extraction goes on otherwise is stopped. Thus, the 
proposed scheme achieves the high robustness against various attacks is analyzed. 
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1 Introduction 

Today, a large number of digital documents can be stored, 
transmitted and copied easily which raise the concern 
towards the security and privacy of these digital data from 
its illegal copying, duplication, distribution and tampering. 
Sharing of digital data over the internet causes direct and 
severe economic loss to the copyright owner which reduces 
the actual value of the content. Therefore, protection of 
multimedia becomes a serious demanding issue. In this case 
digital watermarking is being used as a potent tool for 
preventing the intellectual properties. Insertion of some data 
into the media, in such a way that no one is able to 
differentiate between the original one and the image after its 
embedding is said to be Digital Watermarking [1]. The two 
main process of watermarking schemes are embedding and 
an extraction. In embedding, a watermark which is a secret 
message is inserted into the original medium (host) whereas 
extraction process tries to obtain the watermark from the 
cover medium. The main essential characteristic which 
defines the watermarking technique qualities are [1]: 

a) Robustness: The watermark must be capable to 
remaining alive after various attacks which may be image 
processing or geometrical attacks like cropping, noise, 
filtering, rotation and compression. Robustness means the 
watermark image should not be destroyed after applying 
these several attacks. 

b) Imperceptibility: The presence of secret data should 
not be detectable from the naked human eyes. In other words, 
it becomes quite difficult to distinguish between these two 
images for human visual system. It means after inserting the 
confidential message, the originality of the cover image 
should not degraded. 

c) Capacity: It refers to how many numbers of bits can 

be hidden in a host image without losing its imperceptibility 
and is totally dependent on the application. 

There are two broad categories of digital watermarking 
process for embedding the watermark i.e. spatial domain and 
Transform domain. In spatial domain, embedding is executed 
by a simple logic i.e. by reorganizing the image pixels and the 
easiest example is to alter the LSB of the original image pixels 
and the watermark is embedded on these modified LSB. On 
the other hand, in transform domain, we find out all the 
frequency coefficients of an image by using any of these 
transformation techniques like DCT, DWT, DFT and 
embedding is performed on these frequency coefficients. 

From the review of literature, it is found that numerous 
watermarking schemes have been developed for improving 
the two main features i.e. imperceptibility and robustness 
which can be achieved by using different transform methods 
as well as by their combinations. Recently, SVD based 
watermarking receives valuable importance due to its 
various properties means the singular values obtained by 
SVD possess a stability factor due to which a minute change 
in singular values doesn’t affect the transparency of the 
original image. Liu & Tan et al, (2002), have used SVD in 
their scheme, where they find out the singular values of host 
image and then change  these obtained values by summing 
the watermark, this technique perform better robustness 
against geometric attacks. Ganic & Eskicioglu et al, (2004) 
proposed a blind watermarking algorithm where singular 
values are obtained from all the subband of the host media 
obtained by DWT. SVD is also perform on visual 
watermark and then these obtained values of host image and 
watermark image are summed up. This technique is 
remarkably not robust to geometric attacks. Gaurav et al, 
(2012) developed a technique based on wavelet transform 
for protecting the data. In their proposed technique, 
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embedding is done on the selected blocks of the subband 
obtained by the l-level DWT and Zig-Zag scan. Blocks for 
embedding are selected by finding the variances which is 
normalized to the threshold values. The experimental results 
show better visual perceptibility against attacks. Gaurav et 
al, (2012) proposed another technique using fractional 
wavelet packet transform (FRWPT) and SVD for improving 
the fidelity. Another watermarking scheme introduced by 
Musrrat Ali et al, (2015) using DWT, SVD & artificial bee 
colony (ABC). In this researcher keep choosing the blocks 
for embedding on the basis of human visual system. The 
simulations result shows that this scheme achieves high 
robustness against several intentional and unintentional 
attacks. Xiaojun Qi et al, (2015) proposed a new approach 
for generating a watermark by using Mersenne Twister 
algorithm and a secret key. By using Singular values, the 
original image is JPEG quantized into blocks of 4 X 4 (IW) 
and another content dependent watermark is generated (CW) 
and finally the watermark is generated by performing Xor 
operation between CW & IW. And this watermark is 
embedded into the randomly chosen non-overlapping 
blocks 4 X 4 of host image and shows high robustness with 
attacks. Makbol et al, (2014) proposed a digital signature 
based watermarking scheme with integer wavelet transform 
& SVD to achieve high security against malicious attacks 
and to defeat the false positive problem. The embedding of 
watermark is done directly into the singular values of the all 
the sub band of original image which is achieved by 1-level 
IWT and SVD and the digital signature is embedded into the 
obtained watermarked image. This scheme solve out the 
false positive problem. Recently, Vivek et al, (2015) 
proposed a significant region (SR) based image 
watermarking via LWT where they decompose the host 
image by 3-level LWT. By using a key, the coefficients of 
subbands obtained are randomly shuffled and grouped into 
the block and these blocks again shuffled using a secret key. 
Set all coefficients from each block into ascending order and 
find out the maximum and minimum coefficients. The 
watermark is embedded into the blocks having maximum 
coefficient differences. This method maintains a satisfactory 
result for imperceptibility. 

For enhancing the security, a new watermarking 
technique which is based on LWT and SVD is proposed in 
this research paper. LWT is preferred due to its several 
advantages from the traditional wavelet transform as it 
reduces number of operations nearly by a factor of two. In 
this paper, the host image is gray image (512 X 512) and 
watermark is a binary logo (64 X 64), which is resized 
according to the host image before inserting. Watermark is 
embedded by replacing the singular values of host image by 

watermark. Digital signature using a secret key is generated 
by the orthogonal matrices U & V of watermark image 
which is embedded in modified LL_3 and HH_3 subband, 
obtained after further decomposition of LL subband by 3-
level LWT. The proposed scheme is semi-blind 
watermarking where we require a watermark image for the 
signature generation for authentication purpose. If the 
generated signature is matched with the extracted one then 
the extraction process will keep on otherwise is stopped. The 
center of attraction of this research paper is to achieve high 
robustness from various attacks such as geometrical and non 
geometrical specially noise, rotation and compression. 

The remaining paper is organized as follows: Section 2 
introduces the basic theory on which the watermarking 
scheme is based on. Section 3 presents the generation of 
digital signature, embedding and extraction from the 
watermarked image and the proposed watermarking scheme 
is also explained. Experimental outcomes and Conclusion 
are briefly discussed in section 4 and 5.  

2 Preliminaries 

2.1 LIFTING WAVELET TRANSFORM (LWT) 

Wim Swedens introduced the concept of lifting wavelet 
transform (1998) to reduce the computational time as it 
allows a faster and easier implementation of wavelet 
transform. This lifting scheme is a modus operendi to 
implement reversible integer wavelet transform which is not 
possible in the conventional transform methods means it is 
just to solve out the problem which we have in integer 
domain [12]. There are mainly three basic steps for 
constructing wavelet using lifting scheme i.e. splitting, 
prediction and update. 

Split phase: Also known as lazy wavelet transform, 
where the input signal is X (n) is split into two part, one is 
even and the other is odd X (2n) and X(2n +1) and is 
expressed as: 

Split(X(n))=[(Xeven(n)), (Xodd(n))]. (1) 

Prediction phase: Here, we use unchanged even samples 
to predict odd sets Xodd(n) and the difference between the real 
values and the prediction values P[Xeven(n)] is generated as: 

S(n)=Xodd(n) – P[Xeven (n)], (2) 

where, P[.] = prediction operator and S(n) is the detail signal 
which represent the high frequency part of the real signal 
and this prediction phase is represented as a high pass filter. 
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FIGURE 1 Decomposition and reconstruction of lifting wavelet 

Update: In this step, even samples Xeven(n) are updated 
by using detail signal S(n), obtained by the update operator 
U[.] and a approximate signal M(n) represent the low 
frequency component of the original signal and it can be 
viewed as in Equation (3) 

M (n) = Xeven (n) + U[S (n)]. (3) 

Reconstruction of the lifting wavelet transform is an 
inverse process of decomposition and both of the process is 
shown in Figure 1. 

 
 
 

2.2 SINGULAR VALUE DECOMPOSITION 

On Linear algebra theory, SVD is totally based where the 
factorization is performed on any rectangular real or 
complex matrix. This is the method of converting correlated 
variables into uncorrelated sets due to which different 
connections between the original data is exposed in better 
manner [2]. It is used as multimedia gadget as it becomes a 
very beneficial in analysis of data and in signal processing 
applications. 

According to the SVD theory, a rectangular matrix A, 
can be sub divided into matrices; an orthogonal matrix U, a 
diagonal matrix S and the transpose of an orthogonal matrix 
V and is represented as in (4), 

A=UA*SA*VA
T= [

𝑈1,1 ⋯ 𝑈1,𝑀

⋮ ⋱ ⋮
𝑈𝑀,1 ⋯ 𝑈𝑀,𝑀

] [

𝑆1,1 ⋯ 0

⋮ ⋱ ⋮
0 ⋯ 𝑆𝑀,𝑁

] [

𝑉1,1 ⋯ 𝑉1,𝑁

⋮ ⋱ ⋮
𝑉𝑁,1 ⋯ 𝑉𝑁,𝑁

]

𝑇

, (4) 

where, UA and VA are called as the left and singular vectors 
of matrix A. SVD is widely used in watermarking due to its 
unique features i.e. the slight modification in singular values 
will not affect the transparency of the original image. 
Singular values define the luminance of an image, whereas 
singular vectors (UA & VA) define the geometric properties 
of an image. From the first row to the last row, the 
components of the diagonal matrix SA should be arranged in 
a specified manner i.e. from highest value to the lowest one 
means in descending order and satisfy the relation 5, 

S1,1≥S2,2≥………………………..Sr,r> Sr+1,r+1=SM,N, (5) 

where r = rank of the matrix 

3 The proposed scheme (LWT-SVD) 

In this segment, the proposed LWT-SVD scheme is 
demonstrated which consist of two basic steps: Digital 
signature as well as watermark embedding into the host 
image and extraction of watermark as described in Figure 2 
and Figure 3, respectively. For enhancing the security, a 
signature based watermarking technique has been 
implemented where the orthogonal matrices of the 
watermark image U, V and secret key has been used for 

signature generation. For owner validation, the process is 
segmented into two general steps: Generation of Digital 
signature, embedding of signature then extraction of 
signature is performed and lastly authentication steps. 
Firstly, the signature is generated and then embedding is 
done as explained in subsection 3.1 and 3.2. At the time of 
decoding the signature is extracted from the watermarked 
image which is compared by the signature which has been 
generated at the owner side. If the signature matches then 
the watermark extraction process is carries on otherwise the 
extraction of watermark comes to an end and no watermark 
will be extracted. 

3.1 SIGNATURE GENERATION STEPS 

Digital signature is the peculiar binary digits, which is 
generated by the use of secret key and U, V matrices. The 
important condition of signature is that it should be random 
in nature so that the attacker will find some difficulty from 
predicting it. Steps for the generation of digital signature are 
listed below: 

1. We have taken the orthogonal matrices (Uw & Vw) 
of watermark image for generating the signature. 

2. Find the sum and then median of both orthogonal 
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matrices Uw and Vw. 
3. Transform both matrices into their corresponding 

binary bits under the conditions as follows. 

𝐼𝑓 =   {
𝑈𝑤,𝑠𝑢𝑚 > 𝑈𝑤,𝑠𝑢𝑚 (𝑚𝑒𝑑𝑖𝑎𝑛) = 1

                                𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒 = 0
 

𝐼𝑓 =    {
𝑉𝑤,𝑠𝑢𝑚  > 𝑉𝑤,𝑠𝑢𝑚 (𝑚𝑒𝑑𝑖𝑎𝑛) = 1

                                𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒 = 0
 

4. Perform XORing between both the binary outputs 

and save as R1 (n). 
5. Secret key is also transformed into binary bits i.e R2 

(n). 

G(n) = R1(n) ⊕ R2(n) 

where ⊕ is XOR operation. The result obtained G(n) is a 
generated signature. This generated signature is embedded 
into the host image. 

 
FIGURE 2 Proposed watermarking technique  

3.2 SIGNATURE EMBEDDING 

One of the important conditions that should be kept in mind 
before inserting the digital signature into the original media 
is that the signed watermarked image should be robust and 
the quality of an image may not be degraded. 4-level LWT 
is applied on the host image which decompose it into 
subbands i.e. LL_3, LH_3, HL_3 and HH_3. LL_3 and HH_3 
subbands are modified for embedding the digital signature 
and the procedure of embedding the signature are illustrated 
as follows: 

1. Perform 1-level LWT on original media i.e. an image. 
2. Again apply 3-level LWT on LL subband and the 

obtained subands are, LL_3, LH_3, HL_3, HH_3. 

3. Reshape LL_3 and HH_3 subband into a single row 
vector after squaring all the elements present in these 
two subbands, as follows: 

𝐿𝐿_3
𝑚  𝑜𝑑𝑖𝑓𝑖𝑒𝑑

 = [1: (LL_3) ^2]  

𝐻𝐻_3
𝑚𝑜𝑑𝑖𝑓𝑖𝑒𝑑

 = [1: (HH_3) ^2]  

4. Concatenate all the elements of above row vectors 
into larger row vectors and the resultant rows we 
obtain are of size 1 X 512. 

D_modified = [𝐿𝐿_3
𝑚𝑜𝑑𝑖𝑓𝑖𝑒𝑑

 𝐻𝐻_3
𝑚𝑜𝑑𝑖𝑓𝑖𝑒𝑑

]1X512 

 



COMPUTER MODELLING & NEW TECHNOLOGIES 2017 21(4) 7-15 Singh P, Tewari R R 

11 
MATHEMATICAL AND COMPUTER MODELLING 

 
FIGURE 3 Procedure of watermark extraction 

5. Divide D_modified  into two sections i.e. integer part 
and decimal fraction, by returning absolute value of 
each element in an array and rounds each  elements 
towards zero, as follows  

𝐾_𝑛𝑒𝑤
𝑚𝑜𝑑𝑖𝑓𝑖𝑒𝑑

 = abs [D_ modified] 

Integer_ part = fix [𝐾𝑛𝑒𝑤
𝑚𝑜𝑑𝑖𝑓𝑖𝑒𝑑

] 

Fraction part = abs (𝐾𝑛𝑒𝑤
𝑚𝑜𝑑𝑖𝑓𝑖𝑒𝑑

- Integer_ part) 

Then, convert integer elements into binary bits of length 
N=16. 

6. Substitute the 10th bit position of coefficient by the 
generated signature bit and then transform binary 
code into its decimal number. 

7. Reconstruct the original array from integer and 
fraction parts. 

8. Perform Inverse LWT to obtain the signed 
watermarked image 

A B 

 

 

 

 
FIGURE 4 (A) Standard benchmark Images (B) Obtained Watermarked Images 

3.3 SIGNATURE EXTRACTION 

1. Using 1- LWT, decompose the watermarked image into 
four subbands. 
2. Further decompose the LL subband by 3-level LWT. 
3. Extract the signature from LLw_3 & HHw_3 bands by 

following procedure: 
a) Select all the coefficients from LLw_3 and HHw_3 band 

and reshape them to a row vector 

𝐿𝐿_3
𝑚𝑜𝑑𝑖𝑓𝑖𝑒𝑑     = [1: (LLw_3) ^2]  

𝐻𝐻_3
𝑚𝑜𝑑𝑖𝑓𝑖𝑒𝑑  = [1 :(HHw_3) ^2] 

b) Concatenate the above row vector as illustrated below 

Dw_modified = [𝐿𝐿_3
𝑚𝑜𝑑𝑖𝑓𝑖𝑒𝑑

  𝐻𝐻_3
𝑚𝑜𝑑𝑖𝑓𝑖𝑒𝑑

]1 X 512 

4. Separate integer part from the fractional one then 
converted it into its binary code of L bits i.e. 16 bits. 

5. Extract the 10th bit from the selected coefficients then 

comparison between the signatures extracted and 
generated is proceed. 

6. If the signature bits are identical then authentication 
is successful and watermark extraction process is 
carried out but if authentication is failed then the 
procedure of extraction is stopped. 

3.4 WATERMARK EMBEDDING 

The block diagram of proposed algorithm is shown in Figure 
2 and the corresponding steps are explained below: 

1. 1-level LWT is applied for transforming the original 
image into subbands, namely LL, HL, LH and HH. 

2. SVD is performed on HH subband as well as on the 
watermark logo and obtain the Singular Values as 
follows: 

Ai (HH) = Ui Si Vi
T   

3. Exchange singular values (Si) by the Singular values 
(Sw) by using following conditions as follows. 
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If (length (watermark logo)) => 256) 

Si_diagonal (1: length (Si), :) = Sw_diagonal (1:length(Si) 

, :) ; 

elseif (length (watermark logo) < 256) 

Si_diagonal (1: length (watermark),:) = Sw_diagonal(1: 

length(watermark), :) ; 

4. Apply again 3- level LWT and further decompose 
LL subband. 

5. Embed the digital signature generated into modified 
LL_3 and HH_3   subband as already explained in 
section 3.2. 

6. The watermarked signed image is obtained after 
applying inverse LWT. 

3.5 THE WATERMARK EXTRACTION PROCEDURE 

Firstly, signature is extracted from the output watermarked 
image. If this extracted signature value is matched with the 
generated signature, then the watermark extraction 
procedure will be proceed otherwise, get stopped. The 
watermark extraction procedure is as follows: 

1. Apply the 1-level LWT on watermarked image (AW) 
and divide it into different subbands (LL, LH, LH 
and HH). 

2. SVD is applied on HH subband as follows: 

Aw = Ucw ScwVcw
T 

3. Extract the watermark using conditions as follows: 
4. Generate a zeros matrix of length of watermark 

image and  select the diagonal values(Shw) 

if length(watermark logo) >= 256 

Shw_diagonal(1:length(Scw), :) = Scw_diagonal; 

elseif length(watermark logo) < 256 

Shw_diagonal(1:length(watermark logo), :) =  

Scw_diagonal(1:length(watermark logo), :); 

End 

5. Extract the singular values and build the watermark 
logo by utilizing extracted singular elements and 
orthogonal matrices. 

4 Experimental setup and results 

Matlab tool is used for simulation, evaluating the 
performance of the proposed LWT via SVD watermarking 
scheme. Ten different standard gray host images of size 512 
X512  and watermark image of size 64 X 64 has been used 
to perform the experiments, shown in Figure. 4(A) and 
resultant watermarked images are given in Figure. 4(B).The 
two important characteristics that any watermarking scheme 
should posses are robustness and imperceptibility. The 
obtained simulation outcomes show the proposed scheme 
achieved high robustness and imperceptibility against 
different attacks which has been investigated by PSNR 
(Peak Signal to noise ratio) and NC (Normalized correlation 
coefficient). The PSNR is employed for evaluating 
imperceptibility i.e. the resemblance between the host image 
and the watermarked image according to the human visual 
system and is given as, 

PSNR (dB) = 10 log10 .(2552 / MSE)HVS, (6) 

MSE(Mean Square error) = 
𝟏

 𝒎.𝒏 
∑ ∑‖𝑰(𝒊, 𝒋) −

𝑲(𝒊, 𝒋)‖𝟐
, (7) 

where I(i,j) = intensity pixels of original image 
K(i,j) = intensity value of watermarked image and m,n are 
the dimentions of the image. 

 
FIGURE 5 PSNR values of nine watermarked images as compared with the result of Vivek, et. al, 2015 

Robustness of any watermarking technique  is analysed 
on the basis of comparison between the original watermark 

and the extracted watermark image. To verify this NC is 
used and is given by eq.8. 
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TABLE 1 NC values of extracted watermark for different attacks over 10 standard images 

 

NC = 
∑ ∑ 𝑾(𝒊,𝒋).𝑾′(𝒊,𝒋)𝒋 𝒊

∑ ∑ [𝑾(𝒊,𝒋)]𝟐
𝒋 𝒊

 (8) 

where W (i,j) = Watermark image, W ′  (i,j) = Extracted 
watermark image 

4.1 (I). IMPERCEPTIBILITY 

Ten different gray images are taken for evaluating the 
performance in terms of imperceptibility  

a) When no attacks has been applied on these 10 
benchmark images, the  average of PSNR values comes to 
be above 35 dB which is considered to be a high perceptible 
value. It may be observed from the Figure 4(B) that the 
proposed scheme shows a good performance in terms 
imperceptibility. The compared result for PSNR value of 
proposed scheme with vivek et. al (2015) for 9 images are 
presented in Figure 5. 

ii) Robustness test: The key feature of any 
watermarking technique is robustness. Table 1. presents the 
NC values for the extracted watermark when the 
watermarked images are subjected to different kinds of open 
attacks such as salt and pepper noise(Slp), Speckle 
noise(Sp), Gaussian noise(Gs), median filtering(Md), 
Average filtering(Avg), cropping(Cr), rotation(Rt), Gauss 
blur(Gu br), Motion Blur(Mt br), shearing attack(Sh), 
Gamma correction(GaC), Sharpening(Shrp), Cutting(Cut), 
compression(JPEG) and Table 2 presents the comparison of 
the proposed scheme with the existing technique (vivek 
et.al,2015) by comparing the NC values. 

There are several attacks for manipulating an image and 
one of the well known attacks is addition of noise and from 
Figure 6 it can be observed that after adding the noise, 
watermarked image is degraded but the watermark is still 
recognized. 

TABLE 2 The comparison results with vivek et.al (2015) for common image processing attacks. (NC) 
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The bold values specifies that this scheme shows better 
performance against the scheme (vivek et. al., 2015) under 
different attacks 

The proposed algorithm also tested for rotation, 

sharpening, motion blur, shear attack, average filtering and 
median filtering as shown in Figure 7, Figure 8, Figure 9, 
Figure 10, Figure 12, Figure 13. The watermarked image is 
also tested with JPEG compression as shown in Figure 11. 

A B A B 

 

 

 

 

FIGURE 6 Result of salt & pepper noise (0.05) FIGURE 7 Result of rotation (10°) 

A B A B 

 

 

 

 

FIGURE 8 Result of sharpening (r=1.5, s=0.8) FIGURE 9 Result of motion blur (len=13, angle=45) 

A B A B 

 

 

 

 

FIGURE 10 Result of shear attack (0.02) FIGURE 11 Result of Compression attack (QF=60) 

A B A B 

 

 

 

 

FIGURE 12 Result of average filtering (5x5) FIGURE 13 Result of median filtering (5x5) 

A) Attacked image; B) Extracted watermark 

5 Conclusion 

This paper proposes a new watermarking technique based 
on LWT and SVD. For enhancing the security and 
robustness digital signature and secret key is used and 
embedded in the host image where the watermark image is 
already embedded into the subband which are achieved by 
N- level LWT and SVD. During the watermark extraction, 
first the extracted signature is matched with the original 

signature: if both the signature match then the extraction of 
watermark is continued otherwise it shows that the 
authentication failed and no watermark will be extracted. 
This scheme has been compared with the existing technique 
and it proves that the proposed technique is good enough on 
the basis of imperceptibility, robustness and security. 
Simulation result verified that the proposed scheme is robust 
against common image processing attacks. 
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